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LabStats User Obfuscation

User obfuscation can be employed at universities where computer accounts have usernames that are
personally identifiable. For example, a user named “Jane Doe” would be identifiable via a username of
“jane.doe” so user obfuscation could be employed to prevent this.

LabStats usage tracking follows a standard process, regardless if user obfuscation is employed or not.
By default, user usage data in LabStats is attributed to the subject user.
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ENABLE USER OBFUSCATION

Universities may enable user obfuscation to prevent users from being identifiable within LabStats.
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° A LabStats Admin uploads
the obfuscation table, also
known as “keys” (i.e.
“jane.doe” = “user0001”).

OBFUSCATED PROCESS

ien

Client Encrypted traffic
containing
non-anonymized
usage data

Usage data is generated
and attributed to a
computer account via it’s
username (i.e. “jane.doe”).

portal.labstats.com R 2

Microsoft Azure Cloud Data Center

LabStats

Portal Server

e Process obfuscation keys.

User obfuscation, when enabled, prevents identifiable attribution.
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